Self-Hosted Proxy Runbook

Full-Stack sing-box Deployment, Subscriptions & Automation
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The Multi-Protocol Evasion Strategy

ARCHITECTURAL COMPARISON: LEGACY VS. MODERN EVASION

Legacy Architecture
SINGLE-CHANNEL VULNERABILITY

VMess / Single Protocol
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i Easily isolated via o
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Target Architecture Blueprint
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Infrastructure & Provisioning Criteria

The Hardware Matrix Network & Security Configuration
Provider: Atlas Networks Throughput Optimization
Standaxd TCP Much Longer Bar
AS9929 f BN GhA Congestion (Forest Green)
Routing: :
(Bypasses AS4837 congestion) Google BBR
Algorithm
IP Type: Static Residential
Bandwidth: 100Mbps+ Minimum Security Warning
Check sshd_config for
PubkeyAuthentication no on new
0S: Ubuntu 24.04.1 LTS instances to avoid SSH lockout.
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Core Inbound Protocol Matrix

Protocol Name

Transport Type

Block Resistance

Description/Notes

VLESS-Reality-Vision TCP Y W W & W | Primary: Disguises as HTTPS
Hysteria2 UDP Y W % % High-Speed: Requires UDP testing
TUIC-V5 UDP Y W W N Low Latency

Anytls TCP Y W W W TLS Mimicry

Vmess-WebSocket TCP Y W Deprecated: Target for removal

‘ [PORTS RANDOMIZED ON DEPLOYMENT] \
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Automated Core Execution (sb.sh)

‘ Execute sb.sh Script ‘

X
J SEEEaaSammas! |

Generate 5 Randomize All Write systemd Start sing-box
Protocol Configs Inbound Ports Service Files Service

L | | [
ARRA

System Ready &
Core Active

WARNING: ufw may be uninstalled during setup. Default iptables policy 1s ACCEPT.
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The Cloudflare DNS State Machine

Phase 1. Gray Cloud

DNS ONLY

‘ Let's Encrypt ‘

l

‘ acme.sh ‘

| Direct VPS IP \

Use case: Initial SSL validation and

establishing direct proxy connections.

Phase 2: Orange Cloud

CDN PROXY

‘ Blocked User ‘

|

‘ Cloudflare Edge Nodes ‘

‘ Nginx Server \

Use case: Ensuring secure, reliable
delivery of the configuration
subscription URL.
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SSL Certificate Automation Engine

1. Cloudflare API Token

Edit zone DNS authenticates
the request.

A

4. Auto-Renewal

30-day renewal cycle triggers
--reloadcmd to restart the sing-
box service seamlessly.

2. DNS Validation

acme.sh --dns dns cf --ecc

Triggers Let's Encrypt validation
via DNS (bypassing Port 80
requirements).

l

3. Issuance

ECC Certificate 1s successfully
1ssued to:

/root/ygkkkca/
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Critical SSL Sync Interventions

Alert 1: The Cache Corruption

Injects '

Resolution

{::} Bad Email
& rm -xf ~/.acme.sh/ca/

Run manual acme.sh with
--accountemail and --force

Script ~/.acme.sh/ca/

Alert 2: The Path Discrepancy

Inject bash cp command inside
I the --reloadcmd string to

ths stay sychronized
/root/ygkkkca/ ensure pa
(acme.sh saves) upon renewal.

%

-,

etc/s-box/cert.pem
(sing-box reads)
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The Configuration Delivery Engine (Nginx)

Manual Edits

clmi.yaml
insecure: true
tls:

nesature:

g — )

-
—

L - }

-

3 _._...-"?' clmi.yaml
___,..--X insecure: true
- port: 8888
.h. tls:
\ port: GOb
A insecure:
&J port: 8089 A
tls:
nosature: x
port: BEED s
| &

insecure: true

port: 8988
nesature:
port: 5850

N\

clmi.yaml

port: 8888

tls:
nesature:
port: B0E0

https://your.domain.com/[RANDOM_TOKEN] ——>

Subscription URL Pipeline

Nginx Engine

fetc/s-box/clmi.yaml

N sed -1 's/insecure: true/insecure: false/g’
Jfetc/s-box/clmi.yaml

clmi.yaml
port: 8080 _.__x..__... clmi.yaml
i tls: insecure: true
/ nesature: ™ Dort: 080
Fi ; 3 nesature:
insecure: true ;f port: 8088
port: 8980 A
e Els! N
__---—)f"' nesature: I
port: 8080 | == == == =
Perfect YAML Payload
data: B
insecure: false
tls: enabled
> tls: —
port: B888
insecure: true
port: BBEe
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Real-Time Traffic Tracking Architecture

= Clash Verge

Upload/Download stats Remaining quota @
85%
+UL: 1.2 GB / DL: 4.5 GB Quota: 85 GB Left 4 %

Nginx Delivery

Injects data as a Subscription-Userinfo HTTP header.

1

update_traffic.sh

Parses vnstat byte counts and writes to .traffic_header.conf.

T

vnstat Utility

Monitors raw network interfaces at the 0S level.
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Pre-Flight Configuration Optimization

Action 1: Aesthetic Cleanup Action 2: Security Hardening
. T
Before:
VLESS-Reality-Vision-M (B url-test
e tt @ VLESS Removes weakest linkb
—> Regex: s/- [a f@ 9]{4}$//g ® Hysteria2 M ;Dngﬁ}finnttiﬂ:gwduring
S fg i H ) = TUIC automated latency tests.
After : [ ][ 1/ =
VLESS-Reality-Vision T

RULE: Make all changes in the server-side YAML.
Local client edits will be overwritten on the next update.
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macOS Client Integration (Clash Verge Rev)

O a

Installation

Download .dmg

(Bundle ID:
i0.github.clash-verge-
rev.clash-verge-rev).

Users

I Profiles

e Import

k_

Proxy |

Wetten

Secure Subscription URL

https://secure-node.com/ap1?token=...

VLESS [280ms]

| @ Premium Node

‘EbThe Activation Gotcha

AN

T —

Must click the profile card
to activate.

If Proxy page shows only
DIRECT/REJECT, the profile
1s imported but inactive.
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Proxy Group Routing Logic

System Traffic
(Mixed Port 7897)

Domestic Traffic

Bypass Proxy (Direct)

International Traffic

Auto Select (url-test)

Constantly pings and
automatically routes
Eackets through the
owest latency node.

VLESS
Hysteria2

TUIC

GLOBAL
Manual Override

Explicit node

selection fallback.

J
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Diagnostic Matrix: Network & Transport

Bare SS/VMess port
blocked

High entropy, GFW
active probe

Migrate to VLESS-
Reality TLS mimicry.

nc -zv or telnet
timeouts on ports
18877/31227

Hysteria2/TUIC are
UDP protocols; TCP
probes will fail

Use UDP-specific
verification tools.

Subscription URL
times out from China

Direct IP blocked

Enable Cloudflare CDN
proxy (Orange Cloud)
for HTTP delivery.
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Diagnostic Matrix: SSL & Configuration

acme.sh email sb.sh script cache Clear ~/.acme.sh/ca/
mismatch error pollution and force --accountemail.

Cert renewed but
Hysteria throws TLS

error

Certificate paths out | Inject copy command
of sync into --reloadcmd.

: : > Centralize edits in
Custom client settings| Local edits in Clash Nginx-served YAML

lost on reboot Verge overwritten only.

Manually delete
Vmess-WS being chosen | Vmess-WS from url-
test group.

Auto-select group
suffers high latency
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System Verification Gates

Server-Side

Client UI

b il

o systemctl status
sing-box is active.

Nginx responds to
token URL with
YAML payload.

Profile card border
is highlighted.

System Proxy 1is
enabled.

Proxy Mode is set
to "Rule”.

Network Validations

Proxy node list
populates with
latency data (no
timeouts).

Browsing to
https://ip.me
displays the Atlas
Networks VPS IP.
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Master System Reference Architecture

Port Topology Critical Paths

Service Port/Protocol
SSH (Custom) TCP (random)
Nginx HTTP TCP (80)
Nginx HTTPS TCP (443)
VLESS TCP (xandom)
Hysteria2 UDP (random)
TUIC-v5 UDP (random)
Anytls TCP (random)

/etc/s-box/sb.json Core Config

Client Sub

/etc/s-box/clmi.yaml

/root/ygkkkca/fullchain.crt — SSL Target

Traffie

/etc/s-box/update_traffic*sh-Script

Token
Secret

/etc/s-box/.sub_token

& NotebooklLM



