FERROMAGNETIC DDMAI_NS (HDD):
Magnetic dipoles on platter

align to store bits.

PARITY ALGORITHM MATRIX (RAID 5):

Data and parity striped across drives
for redundancy and performance.

TRAPPED CHARGE TRAP (SSD):

Electrons stored in floating gate
or charge trap cell for bit values.

Where Data Lives: Physics, Logic, and the RAID 5 Myth

PHYSICS (HDD), LOGIC (RAID 5) breakdown of non-volatile storage.
A mechanical and mathematical breakdown of NON-VOLATILE STORAGE (SSD)



Registers, cache, and
main memory share an
embarrassing weakness:
pull the power, and
everything vanishes.

For photos and files to survive a
decade unplugged, the system
abandons electrical loops and
relies on entirely different physics:
manipulating magnetism and
trapping electrons.




THE MECHANICAL SCALE
OF MAGNETISM

THE PLATTER:

Coated in magnetic film.

Divided into tiny regions

where direction dictates a

0 or 1. Motor turns at 5,400
or 7,200 RPM.

THE ACTUATOR HEAD:

Reads and writes via
electromagnetism. It never
touches the platter.

THE SCALE METAPHOR:

The head flies 15 nanometers
above the platter. At scale, this
IS equivalent to a commercial
airliner cruising at top speed
just a few millimeters above the
ground without ever scraping.
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GIANT MAGNETORESISTANCE

ELECTRICAL
RESISTANCE

Reading data relies on
materials whose electrical
resistance changes in a
magnetic field.

MAGNETIC
LAYER | | Discovered in 19BB, stacking
i magnetic and non-magnetic
NON-MAGNETIC | films makes electrical
L AYER resistance insanely sensitive
spike ta faint magnetic
changes.
MAGNETIC This effect—Giant
LAYER Magnetoresistance—allowed

read heads to shrink while
increasing track density.

| This exact mechanism wan the 2007 Nobel Prize in Physics. 1
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THE PHYSICAL LIMIT OF THE WRITE HEAD

While Giant Magnetoresistance allowed read heads to shrink, the write head stubbornly cannot.
Make it too small, and it lacks the magnetic punch to flip the platter's regions.

LMR (Retired): Magnetization
lay flat. Wasted space.

PMR (Modern): Magnetization

stands upright. Far denser.

Future Tech: Heat-assisted recording (lasers pre-heat spots to
400-700°C to demagnetize before writing) and microwave-
assisted recording are pushing single drives past 18TB.

&1 NotebookLM



THE GALAXY-BRAINED HACK: SHINGLED MAGNETIC RECORDING (SMR)

Drive makers needed narrower tracks, but couldn’t shrink the write head. The solution? Let the
wide head simply plow through the tracks, treating data like overlapping roof shingles.

1. Read the neighbor track's
data out first. 1
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2. Write your track (trampling
the neighbor).
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3. Write the neighbor’s data back
afterward.
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Capacity 1ncreases, but write speed plummets.
Honest CMR vs SMR is a critical distinction.
SMR is only fit for write-rarely workloads.
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SOLID-STATE MECHANICS: TRAPPING ELECTRONS

Solid-state drives (SSDs) abandon the moving platters and actuator arms entirely.
Instead of manipulating magnetism, they lock electrons up directly inside an insulator.

I
HDDs SSDs
| MECHANICAL SOLID STATE .
| MOVING PARTS ZERO MOVING PARTS .
i MAGNETISM QUANTUM MECHANICS .
| NANOMETER FLYING HEIGHTS TRAPPED PARTICLES B
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The Mechanics of Quantum Tunneling

Step 1: The Insulating WallfJ

Step 2: The Quantum Tunnel
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An electron faces an insulating
wall it normally cannot cross.

Under a strong enough electric field,
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the electron has a probability of

simply tunneling through the barrier.

Once tunneled into the floating gate,

the electric field is removed. The
electrons cannot get back out.

The presence or absence of these trapped electrons acts as a 1 or ©.
They remain trapped for around a decade, even with the power off.
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The Density Ladder of NAND Flash

String these transistors into an array matching a NAND gate's wiring, and you get
NAND flash—named by Toshiba's Fujio Masuoka because it was “fast as lightning.”

SLC (Single-Level Cell): 1 Bit.

Fast, highly durable, very expensive.

MLC (Multi-Level Cell): 2 Bits.
Moderate speed and durability.

L
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TLC (Triple-Level Cell): 3 Bits.

Industry standard balance.

QLC (Quad-Level Cell): & Bits.

Slowest, most fragile, cheapest per GB.
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Team several disks together, and
you get RAID (Redundant Array of
Independent Disks).

This trades extra iis physical
disks for mathematical reliability.

The Logic
of Survival

Physics guarantees one thing:
any single disk will eventually die.
To protect data from physical
decay, the system must zoom out
to mathematical logic.
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RAID ©
(The Reckless One)

RAID 1
(The Safe One)

RAID 5
(The Contested Middle)

RAID 6
(The Vault)

Chops and scatters data in

parallel. Multiplied throughput.
Lose any disk, lose everything.

Writes identical copies to
every disk. Mutual backups.
Tolerates failure.

Chops data, but computes
and tucks in a parity block.
Tolerates one disk failure.

Computes a second parity
group.

The Array Matrix: Trading Space for Safety

Pure speed, zero
safety.

Costs 58% of raw
capacity.

Sacrifices one disk's
worth of space.

Survives two

simultaneous failures.
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The Parity Engine: XOR

RAID 5 relies on computing parity through an XOR (Exclusive OR) gate—conceptually
similar to "addition without the carry."

Drive A
(Data 1)

Drive B
(Data ©)

READ READ

Data 1 @ Parity 1 = Restored: Data 0

Restored:. Data O

Drive C
(Parity 1)

If you know the parity block
and the surviving data blocks,
you can perfectly deduce the
missing data block.

When a drive dies, the array
keeps running. Insert a fresh
disk, and the controller rebuilds
the lost data block by block.
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The Horror Story

“After RAID 5 loses a disk, the
rebuild fails up to 99% of the time.”

This is the industry nightmare that keeps IT professionals awake. It sounds mathematically
inevitable. But where does this calculation actually come from, and is it true?
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The Math of Catastrophe

1. The URE:

A drive will, with tiny probability,
misread a bit: an Unrecoverable
Read Error (URE).

2. The Datasheet Max:

Datasheets list URE probability at
1T in 18*14. This equals one misread
for roughly every 12.5TB read.

3. The Rebuild Task:

A RAID 5 rebuild must read every
surviving disk cover to cover.

4. The Collapse:

Across multiple modern 1278 disks,
the odds of hitting at least one
URE climb to ~96%. A traditional
array hits the URE, and the array
collapses.
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Debunking the Myth, Part 1: Hardware Realities

The 96% tailure math Is too harsh because it assumes theoretical maximums represent daily reality.

(.Datasheet MaximumJ ( Empirical Reality (Google) J

a

The Maximum:

The 1 in 10714
datasheet URE metric is
a conservative hardware
maximum to protect
manufacturers, not an

The Reality:

In practice, UREs

are not that frequent.
A comprehensive Google
paper tracking massive
drive arrays found the

everyday guarantee highest annual drive
of failure. failure rate over five
Vi years was only
about 8.6%.
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Debunking the Myth, Part 2: The Perspective Shift

Why should one bad data block doom the entire array?

i J/’f il = CORRUPTED FILE
/ ZIIET RS L > ISOLATED
CONTROLLER
Hardware RAID (The Problem): ZFS [ RAIDZ1 (The Solution):
The RAID card only sees raw data blocks, not files. When it hits a URE, Smart file systems see the actual file layer. On a URE, ZFS tells
it panics. It stops the rebuild and waits for human intervention. The array you exactly which file broke, isolates it, and continues the
hasn't collapsed; the hardware just bailed. Most data is still there. rebuild. You make the call file by file.
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Redundancy is Not Immortality

- The bottom line is that RAID—whether RAID 5, RAID 6, or
ZFS—never promises that “your data cannot be lost.”

Axiom 1: [t only promises that you can spend a Axiom 2: Mathematical redundancy is not
few extra physical disks to buy a logical layer e | a substitute for a true, external, off-site
of continuity during a hardware failure. backup. Physics always wins eventually.

1 D 2
HDD Platter SSD Floating-Gate Transistor XOR Logic Gate
Magnetic Storage Electron Storage Mathematical Parity
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