Organizing Harm in the Agent Era

An analytical briefing based on Anthropic’s September 2026 Threat Intelligence Report.
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Al capability is shifting from answering questions

to managing continuous operations

Record
successful
actions

Schedule Run tasks
ongoing

in parallel

localized
failures

Access to knowledge is
one capability. Keeping
a complicated operation
running with a small
team is another.

Elaborate tooling and orderly execution are no longer reliable

evidence of a large, state-backed organization.




Reduced labor costs push previously ignored
targets above the viability threshold

Familiar vulnerabilities
(compromised
credentials, unpatched

Viability Threshold (Expected Return > Labor Cost) ?é’,?f;ﬁ'?&e vector.

What changes is the
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Isolated safety checks fail when the surrounding interface sustains deception.

Anatomy of Deception

April 2026
Observation:
>4,/00 Al personas

conversing with
>25,000 distinct
individuals.

What the victim sees
(e.g., Human
companion app).

Supervisors who
5 facilitate and sustain
the deception, rather
than stopping it.

The automated core
driving the volume.
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An isolated API text
exchange may look
benign.

Harm is determined
by what the interface
tells users about the
person they are
meeting.

Human participation
is not sufficient
reassurance if their
role is to sustain
the illusion.
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Platform enforcement cannot recall software
deployed in local environments.

Exported Harm Horizon Line
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Al Assistance  Agsistance _
Local Communications-

Surveillance Platform
Account Ban Boundary

Case Study: Malian security Authorization constraints were 250 TINEUTE EIEED- LUl
ongoing development, but the

authorities used Al assistance removed from code at the el lopalsvUsiem ramaed
to build a surveillance platform. operator’s request. e ihen !




Account bans carry strict limits on what they can establish downstream.

Enforcement Boundaries Matrix

Al Model Involvement Platform Control What Action Does NOT Establish

Software design & v Block further development )4 Previously exported

development assistance software is recalled

Ongoing operation + Block new API calls X Local systems have stopped
Ahen! Coordinate with outside All copies and consequences

Software already distributed v/ partners ) ¢ have disappeared

Disruption must be described at the level the evidence supports, without
silently adding downstream outcomes.



Infinite content production still hits strict
real-world distribution constraints.

Distribution Authentic Behavior
=| Channels Engagement =| Change
' l| (Gatekept) (Scarce) ' | (Complex)
Content i 5 | > > E -
Production [| | {8 | 4 !
Al drops labor
costs drastically.
Discovered content often Generating articles does not Successful reach still relies
received little or no authentic guarantee readership. Exposure heavily on established media
engagement. does not guarantee belief. distribution and credible identities.
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Generating proposals and code does not bypass
the friction of fielding physical equipment.

Stepped Maturity Timeline
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Highly Accelerated by Al

Mentioning a capability or producing related
code is not interchangeable with fielding
effective equipment.
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1 ~Access to 11

~ Physical |
Materials

Field Testing &
Deployment

Bound by Real-World Friction

Dual-use biological research presents risks
primarily through gaps in access controls,
not imminent automated threats.




Opaque model routing introduces critical

enterprise data retention risks.

Data Routing Map
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Target Al Model

Unauthorized

Retention / Distillation

A model label is not a
data-handling
agreement.

Legitimate routing improves latency
and cost, but requires clear
commitments on onward processing.

Enterprise buyers must verify where
internal documents and credentials

embedded in prompts actually terminate.
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Early threat visibility creates a direct tradeoff
with user privacy and centralized power.

The Safety Benefit The Structural Tradeoff

— |dentity checks create barriers to access.
— Retained data creates ongoing privacy obligations.

Lo — Providers gain unilateral authority to decide which
activity is acceptable.

— A single request may not reveal its true purpose,

_ making trusted-access programs necessary for
Pre-deployment Threat Detection high-risk capabilities.




Safequards must pivot from filtering single
responses to governing sustained execution.

The Chatbot Paradigm

The Agent Paradigm

! ' | | Ongoing
Response : i | > Actions

Evaluating only the final text response leaves the actual operational process unexamined.

We are transitioning from answering to executing.




Enterprise governance requires verifying state,
memory, and authorization boundaries.

I
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Standard Safety Checks Rgent-Era Diagnostic Checks

Does system authorization automatically
expire when the current task ends?

Does the prompt contain known . Are ‘reading data" and "sending data’
jailbreaks? strictly separated permissions?

Can the workflow continue executing after
L

the user disconnects?
Inserting another human click into every Effective governance requires interrogating the

| Is the text output toxic or prohibited? [V]

Which specific component can actually be
stopped if an operation goes wrong? )

workflow creates fatigue, not security. objective, the permissions, and the persistent actions. ||



